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1. Introduction 

1.1 Background 
 

ESB Networks has a pivotal role to play in Ireland’s transition to a low carbon economy, 

powered by clean electricity. Electricity holds the key to a low carbon energy future. By 

removing carbon from electricity generation and electrifying heat and transport, Ireland can 

address a substantial portion of its carbon emissions.  

 

Electricity customers will play a central role in the transition to an all-electric future. Only by 

understanding and responding to their needs and behaviours, will it be possible to create the 

energy system of the future. The deployment of new technologies in the Dingle peninsula will 

assist ESB Networks in understanding the development of a smart, resilient, low-carbon 

energy network of the future. 

 

The Dingle Project is part of the ‘Future Customer” roadmap in the ESB Networks Innovation 

Strategy.  ESB Networks’ vision for the future is to maximise the capacity of the existing 

network to support our customers’ changing requirements in the future. As part of this 

roadmap, the Dingle Project will trial flexibility and Peer-to-Peer (P2P) energy trading 

concepts. 

 

The Climate Action Plan envisages that by 2030, Ireland will have the following mix of 

technologies: 

• 70% of all electricity needs from renewable energy sources – solar and wind; 

• 950,000 EVs; and 

• 600,000 Heat Pumps; 
 

It is envisaged that these technologies will also enable customers to partake in new energy 

services where they can contribute to managing climate change by decarbonising Ireland’s 

energy system and also enable customers to share in the commercial benefits of this 

participation. The transition of customers undertaking these activities is known as transitioning 

from consumer to “prosumers” (also known as the “active energy citizen”). 

 

ESB Networks will need to develop the network to facilitate participation of customers in future 

flexibility services or markets. It is forecast that there will be 2,500MW of demand side 

response capability in our customers’ premises by 2030. This will require investment in new 

control systems and assets to allow future Demand Side Response (even at domestic level), 

to offer various flexibility services to the energy system in Ireland. Domestic and network level 

control technologies will be important in delivering a network with sufficient capacity and 

visibility to facilitate customer flexibility. Pilots set out in the Dingle Project will demonstrate 

these technologies and provide us with the data and systems that we need to optimise, and 

include in our future investment plans (PR5, PR6) to meet the changing needs of our 

customers.  

 

 

 

https://www.esbnetworks.ie/docs/default-source/publications/esb-networks-innovation-strategy.pdf?sfvrsn=74eb04f0_4
https://www.esbnetworks.ie/docs/default-source/publications/esb-networks-innovation-strategy.pdf?sfvrsn=74eb04f0_4
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This document is being issued to seek Expressions of Interest to becoming a project partner 

with ESB Networks to undertake a P2P energy trial on the Dingle peninsula. See Appendix 

Afor further details of the trial area. Further details on the objectives, proposed project 

structure and functional design of the trial is contained below.  

 

1.2 Objectives and Deliverables of the Dingle Peer-to-Peer Trial 
 

ESB Networks does not envisage the operation of market-facing P2P energy services as being 

an ongoing responsibility of ESB Networks.  ESB Networks believes that such services are 

most appropriately delivered by parties who participate in energy trading activities.   

When ESB Networks looked to develop a trial of the P2P concept in Dingle, we engaged with 

stakeholders on the topic early in this process (from Q3, 19 through to Q2, 20), to help us 

understand what we may need to do in the future to support customers and to facilitate a 

discussion amongst industry stakeholders. This engagement was to explore how active 

energy citizens might engage in market services and what P2P energy trading might look like.  

Our consultations and ongoing stakeholder engagement have clearly indicated that there is 

significant interest in the topic, there are different perspectives across industry on what P2P 

means in the context of energy and there is diversity of views on how it might be achieved in 

Ireland. 

The constraints of overall Dingle Project timelines mean that it will not be possible to use the 

Dingle trial as the sole mechanism and process to agree a P2P design that meets the 

requirements of all stakeholders.  ESB Networks is motivated however, to use the existence 

of the Dingle Project to further learnings for itself, policy makers and wider stakeholders on 

P2P energy. 

With this in mind, the stakeholder input and feedback received in our engagements has 

contributed to ESB Networks designing and implementing a P2P energy trial to achieve the 

following objectives:   

• Learn about the impact on the LV and MV network of P2P energy services; 

• Understand the potential benefits that P2P energy services may offer in terms of 

network efficiency, e.g., opportunity for deferral of reinforcement investments; 

• Learn about the data, technology, and processes required to enable P2P energy 

services;   

• Identification of potential regulatory changes which may be required to enable P2P 

energy services;  

• Appraisal of this P2P energy services model to deliver benefits to customers; and 

• Understand the effectiveness of P2P energy services in empowering the Active Energy 

Citizen;   
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1.3 Objectives of the Dingle Project 
 

The 4 objectives of the Dingle project are listed in the following table. There will be one or 

more ‘trials’ carried out under each of the objectives in order to realise the benefits for the 

Customer.  This Request for Expression of Interest (EOI) relates to Objective 1 – Peer to Peer 

services, only. 

Project Objectives Description 

1. P2P Energy Trial: P2P services 
and Data Platforms to enable the 
active energy Citizens and Energy 
Communities 

Residential generation and demand technologies are 

changing to create an environment where customers 

can trade electricity. The electrical industry is aligning 

to decentralized generation at distribution level 

driving the need for sector coupling (the idea of 

interconnecting or integrating the energy consuming 

sectors – heating and cooling, transport, and 

industry, with the power producing sector) and P2P 

accounting is needed to enable this. This objective 

will develop, document and disseminate an 

understanding of how the Distribution Network 

Operator can facilitate new services such as P2P 

energy trading, and ensure smart meters and 

platforms capture the requirements into the future. 

The demonstrations delivered as part of this objective 

will allow ESB Networks to understand the role P2P 

has to play in enabling the Active Energy Citizen and 

Local Energy Communities, and to understand the 

impact of P2P from a network facilitation perspective. 

2. Active Energy Citizen: 

Understanding the behaviours and 

mechanisms required to transition to 

the Active Energy Citizen 

There is a need to understand what mechanisms 

drive the desire to transition from a traditional 

consumer to an active citizen. Services such as, 

P2P, Virtual Power Plants, Community scale 

developments and Flexibility will be offered in the 

future with a view to appreciating levels of adoption, 

utilisation and acceptance among all customers. This 

trial relates to Peer to Peer feasibility. Studies and 

structured reporting will allow for understanding of 

incentives required to ensure optimal adoption of 

Services. 

3. Customer Flexibility: Assessment 

of how Distributed Energy Resources 

(DER’s) can offer flexibility as a 

service for a non-wires solution to 

network reinforcement 

It is forecast that the rate at which customers adopt 

EVs and Heat Pumps will increase. As a 

consequence, in some instances, the MV and LV 

electrical network will become constrained. This 

objective will deliver demonstrations which will 

compare conventional network reinforcement 

approaches with a non-wires solution to 

accommodate the additional load of EVs and eHeat. 

The non-wires solution proposed for trial assumes 

loads (such as smart EV chargers, smart Heat 

Pumps, smart immersion controller) can be controlled 
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to provide diversification, in tandem with resources 

such as batteries to offset grid constraints. Upon 

demonstrating and verifying the realities of this, it will 

then be possible to definitively report the feasibility to 

defer a conventional network upgrade and/or provide 

operational and reliability increases through these 

services. 

4. Network Resilience: Increasing 

reliability on the MV and LV network 

As electrification proliferates across Ireland, the 

reliability of the overall electrical network will need to 

be ever more robust due to additional utilisation, 

exposure, and changing customer expectations. This 

objective will establish and deliver demonstrations of 

viable measures required to make the network 

resilient by reducing Customer Interruptions (CIs), 

and Customer Minutes Lost (CMLs), as well as 

improving the efficiency of operations by decreasing 

van rolls, fuel usage, and hence reducing carbon 

emissions. 

2. Partnership Proposition 

As a networks business, ESB Networks recognises that it may not be in a position to fully 

understand the consequences that the P2P energy trial it has designed may have for 

customers or the energy market.  As such, ESB Networks is seeking a partner that will help 

uncover those learnings and support operation of this trial, such that the full learnings can be 

shared with customers, policy makers and industry stakeholders. 

The proposition for partnership is on the basis of: 

• The Partner having an electricity supply licence and currently operating in I-SEM; 

• The Partner’s proposed resources / team having appropriate experience to support the 

operation of the trial and the identification of learnings; 

The Partner agreeing to bear the costs of P2P incentives for participants throughout the trial 

(preliminary estimates are in the region of €5k-€10k); and 

• The Partner agreeing to self-fund its involvement in the trial. This includes expenses 

for attendance at customer workshops on the Dingle peninsula, and any sub-partner 

or joint venture cost which the Partner may wish to undertake; 

While ESB Networks intends to share the learnings from its trial with all interested 

stakeholders, it considers that the partner will benefit from the P2P trial in a number of ways: 

• First-hand understanding of the data, technologies and processes that are necessary 

to support P2P energy services; 

• Detailed understanding of the impact of “incentivisation” on participant behaviour; 

• Input, where appropriate, into the refinement of scenarios to be trialled; 

• Detailed understanding of the learnings from the trial, including those related to 

participant engagement and activation; and 

• Increased profile across the wider Dingle community; 
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3. Project Structure 

At a minimum, the Dingle P2P trial requires the DSO (ESB Networks), an entity with 

appropriate expertise in trading in the Irish I-SEM market, and a technology platform provider 

to enable the P2P energy services trial, see figure 1 below. 

 

Figure 1: Project Structure 

 

3.1 Roles and Responsibilities 
 
ESB Networks will have the following responsibilities: 

 

1. Lead Partner on the Dingle P2P trial; 

2. Responsible for the deployment of interval metering; 

3. Procurement and Management of Digital Platform Provider for the duration of the trial; 

4. Lead recruitment of Prosumer and Consumer participants for the trial; 

5. Coordinate a number of community/customer workshops and focus groups during the 

trial to ascertain customer feedback throughout; 

6. To fund, procure, and deploy a number of Distributed Energy Resources (i.e. Solar PV, 

Vehicle to Grid chargers, In-home Battery Energy Management Systems) to customer 

homes within the Dingle trial area; 

7. To write-up findings from the outcomes of the trial and co-author the formal report with 

the Partner for public dissemination; 

8. To share insights and learnings on customer/ participant engagement on P2P energy 

services;  

9. To update CRU on progression of the trial over time; and 

10. Develop and agree a project stakeholder communications protocol and dissemination 

plan governing both ESB Networks and the chosen Partner in the trial; 

ESB 
Networks

Digital 
Platform 
Provider

Partner
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The Partner will have the following responsibilities: 

1. Work with ESB Networks and the Digital Platform Provider to deliver the trial 

objectives; 

2. Support ESB Networks participant recruitment activities through using partner’s 

insights and customer intelligence; 

3. Design an appropriate incentivisation mechanism for participants which: 

a. Effectively supports the P2P trial objectives; 

b. Derives an appropriate commercial value per kWh for the P2P transactions 

which take place, outlining rationale for same; 

c. Calculates the value of energy transferred to the Energy Community through 

the P2P mechanism; and 

d. Determines incentivisation values per individual participant and ensures 

participants receive this value, as appropriate; 

4. Support ESB Networks in the refinement of P2P scenarios throughout the trial; 

5. Participate in the community / customer workshops and focus groups during the trial;  

6. Support ESB Networks to develop and agree a project stakeholder communications 

protocol and dissemination plan governing both ESB Networks and the chosen Partner 

in the trial; and  

7. Write-up findings from the outcomes of the trial and co-author the formal report with 

ESB Networks for public dissemination; 

4. Functional Design of Trial 

4.1 Distributed Energy Resources (DER’s) 
 

ESB Networks will fund, procure, and deploy a number of DER to residential customer 

homes/participant premises in the Dingle trial area. The types (bundles) and volume of DER 

forecasted to be deployed are shown in the table below. 

DER (Bundle) Volume 

Solar PV array (2.1 kWp each) 20 

Electric Vehicle and Smart Charger 10 

Solar PV, ASHP, Battery, EV and 

Smart Charger / V2G device 

5 

Consumer participants (no DER) 25-30 
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4.2 Digital Platform 
 

These DER devices will be connected, via a gateway device in each participant premises, to 

the digital platform providers’ cloud solution, which will have the ability to monitor and can 

control the DER remotely.  

The on-boarding of the Digital Platform provider, which is going through a separate 

procurement process, is expected to be completed in August 2020. 

The core functionality of the Digital Platform and gateway controller will include: 

• A means to connect to, control and monitor the DER devices, smart switches (e.g. for 

immersion heaters) and home energy monitors in the participants’ premises; 

• Mobile and web application for participants to visualise both near real time (i.e. less 

than or equal to 1-minute intervals) and historical data from home energy monitors and 

DER consumption/production; 

• Provision of individual energy forecasts per-property; 

• Algorithms to optimise energy production and consumption at premises and Local 

Energy Community level; and 

• Recording and aggregation of data at premises and Local Energy Community level; 

 

4.3 Local Energy Communities 
 

There are a number of different interpretations of what P2P energy services are and what 

Citizen Energy Community (CEC) or Local Energy Community (LEC) means. The functional 

design of this trial thus has to align itself with one interpretation in order to achieve clarity of 

scope and the objectives. 

Taking the above into account, the functional design of the Dingle P2P trial is as follows: 

1. Based on the volume of DER available, there will be circa 60 participants in the trial 

comprising of approximately 30 with the ability to produce energy and 30 who will 

consume energy only. 

2. The trial participants will be grouped into a number of LEC’s, each of which will be 

designed, based on the underlining physical electricity network and reflecting: 

a. The proximity of prosumers and consumers to each other; 

b. The objective to establish clusters of participants connected to the same 

transformer, the same network spur or the same network feeder; 

3. P2P activity will take place within each LEC cluster. It is not envisaged for this P2P trial 

that P2P activity will happen between clusters. 

4. It is envisaged that the incentivisation mechanism for trial participation will be “out-of-

the-market" and will not require participants to change supplier, thereby avoiding the 

need for unnecessary switching. 

If necessary, the functional design of the Dingle P2P trial may be modified to align with the 

base capabilities of the Digital Platform.  This may be required as the overall Dingle Project  
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timeline does not have flexibility to support modification of the core platform functionality in 

order to enable nuances of a P2P trial bespoke in nature for Dingle. 

5. Estimated Timeline/Schedule 

a) Issue Request for Expression of Interest (this document): 4th June 2020 

b) Deadline for submission of queries: 18th June 2020 

c) Proposal submission deadline: 3rd July 2020 

d) Preferred partner selected: 31st July 2020 

e) Partnership agreement signed: 31st Aug 2020 

f) Commencement of trial: September 2020 (*Note 1) 

g) Completion of trial: Q2 / Q3 2021 (*Note 2) 

 
Note 1: The commencement of the trial depends on a number of factors such as ESB Networks 

timeline to mobilise the Digital Platform provider, and deployment of a minimum number of 

Distributed Energy Resources in order to be able to commence. The trial is expected to 

commence with a ‘design phase’ which will include customer workshops. 

 

Note 2: The completion of the trial depends on a number of factors such as the functional 

design of the P2P trial, ability of ESB Networks and the Partner to adequately deal with risks 

and issues throughout the trial, and time required to report and disseminate before close out. 

6. Dissemination of Findings 

The chosen Partner shall agree to disseminate the findings with ESB Networks through 

appropriate publication of documentation and presentation(s) to key stakeholders. Open and 

transparent findings are critical as the project shares the learnings, challenges and insights 

obtained through the demonstration trial in order to progress industry discussions.  ESB 

Networks and the chosen Partner, have a responsibility to develop and agree an appropriate 

stakeholder communications protocol and dissemination plan that will govern both parties for 

the trial. 

7. Responding to this Request for Expression of Interest 

• Each response shall contain the full name of the party or collaborating parties and 

include contact details for principal point of contact. 

• Respondents are solely responsible for any expenses they incur in preparing the 

proposal and for subsequent discussions/negotiations, if any. Should ESB Networks 

elect to reject any or all proposals or cancel the request for expression of interest at 

any time, ESB Networks will not be liable to any respondent for any claims, whether 

for costs or damages incurred by respondents in preparing the proposal, loss of 

anticipated profit/learnings in connection with any final Contract, or any other matter 

whatsoever. 

• A respondent may withdraw a submitted proposal at any time. 
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• A respondent who has already submitted a proposal may submit a further proposal at 

any time up to the official closing time. The last proposal received shall supersede and 

invalidate all proposals previously submitted by that respondent as it applies to this 

request for expression of interest. 

• All changes to or clarifications of the terms, conditions or specifications required before 

proposal closing will be issued by Fergal Egan, Dingle Project Manager, ESB 

Networks. All addenda will be communicated to respondents via email. ESB Networks 

assumes no responsibility for oral instructions or suggestions. 

 

Each respondent must thoroughly examine all documents as well as make his/her own 

estimate for the proposed work before submitting a response. Any questions a respondent 

may have are to be directed to Fergal Egan by email fergal.egan2@esb.ie. Your questions 

will be answered in writing, to the email address provided with your written questions. In the 

interests of transparency, ESB Networks will circulate, to all parties invited to submit an EOI, 

its composite response to all questions raised by all respondents. In this communication, the 

originator of each question will not be identified. 

 

mailto:fergal.egan2@esb.ie
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Appendix A – Dingle Project Trial Area 

The ESB Networks Dingle project trial area is as shown in the figure below and is defined as the area west of a notional line between Camp and 

Inch. The area is approximately 525 square kilometres, with approximately 7,500 customer MPRN’s connected to the electrical network. The 

Dingle P2P trial is confined to this area which is governed by the electrical network.  

 

  



 

05/06/2020 Request for EOI for Partnering with ESB Networks on the Dingle Project’s P2P Trial 14 

 

Appendix B - Response Template 

The respondent shall reply to each of the questions below as part of their EOI. 

Ref 

No.  

Question Response 

(A) Demonstrate knowledge and understanding of 

the area of P2P in an energy context 
 

1001 Please detail your view on the pros and cons of the 

functional design of the Dingle P2P trial as outlined 

in this document. 

 

1002 Please outline one or more alternative functional 

designs, and explain why you think they would be 

viable for trialling in Dingle 

 

1003 Why do you think P2P in an energy context might be 

advantageous for Customers to have available to 

them? 

 

1004 Why do you think P2P in an energy context might be 

advantageous to ESB Networks? 
 

1005 Please outline the components of an incentivisation 

mechanism that you believe would support the 

achievement of the objectives of this P2Ptrial, 

including encouraging participation and ensuring 

continued engagement by participants.   

 

1006 Explain how you would ensure that participants 

would not be over incentivised in a manner that 

would compromise the learnings from this trial.   

 

1007 Please outline any areas where specific expertise 

may be required to determine the viability of the P2P 

mechanism as a whole, for example the implications 

of tax calculation on the value of all energy 

transactions and explain your rationale. 

 

1008 Please outline your views on whether participants in 

this trial require to be supplied by the selected 

Partner for the duration of the trial and whether this 

could be considered problematic from a regulatory / 

competition perspective. 

 

(B) Company experience in partnering on innovation 

trials 
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1009 Please explain the steps you would take to ensure 

the trial will be delivered within the specified time and 

to meet the trial objectives 

 

1010 Please detail the tools and report mechanisms 

(project management proposal for the work) you 

would deploy, or have deployed in a similar trial, to 

ensure successful delivery 

 

1011 Please state the stakeholders you believe need to be 

engaged with in order to deliver the objectives of the 

trial, identifying the basis of this engagement 

 

1012 Please state any key dependencies on ESB 

Networks’ side that you believe exist in order to 

deliver the trial outcomes in a timely manner 

 

1013 Provide details of three recent innovative 

trials/projects, the proposed scope of work, including 

date completed, project partners, your role in the 

trial, the outcomes of the trial, potential relevance to 

the P2P energy trial and full reference contact 

details. Note: Unless otherwise stated, ESB 

Networks will assume that the contacts identified 

herein may be approached directly without any 

further reference to the respondent.     

 

1014 Please detail any other information which you 

believe to be directly relevant to this proposal. 
 

 

The respondent shall provide CVs for their nominated project team in the following table format 

(one table for each team member you propose).  

Additional information about the team members may be submitted to ESB Networks in other 

formats. This additional information about your complete team shall not exceed 5 pages in 

total.  
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Ref 

No.  

Question Response 

(C) Proposed personnel (experience and capacity)  

1015 Please outline your proposed team structure for this 

trial and outline why you believe the team has the 

correct capacity to undertake the trial in partnership 

with the Dingle project team. Please also detail the 

percentage of time that your proposed personnel will 

commit to the trial. 

 

1016 Please provide detail on your team’s experience and 

ability to project manage, self-motivation to deliver, 

and ability to reach into other areas of expertise 

either in your own business or external to your 

business as the need arises. 

 

1017 Please provide detail of your nominated Subject 

Matter Expert(s) (SME) in the area of energy trading 

in I-SEM and in particular if they have any P2P 

energy trading experience. 

 

1018 How many years' experience does the SME(s) have 

in their field?  Is there anyone nominated who 

specifically has P2P experience and if so, please 

provide details of this experience. ? 

 

1019 Please state if the SME has ever; 

- published any articles for professional 

journals in their specialise topic 

- presented at seminars in their specialised 

topic 

Please elaborate. 

 

1020 Please provide evidence of your team’s ability to 

develop technical reports, and present and facilitate 

at customer workshops 

 

(D) Demonstrate commitment to fulfil the core 

requirements of the Partner role 

 

1021 Please confirm that you understand that the scope / 

nature of P2P for this trial will be driven in part by the 

technical capabilities of the Digital Platform Provider 

(not yet procured) and that you are happy to submit 

your proposal recognising this constraint. 

 

1022 Please confirm that you accept that ESB Networks 

will have final decision on who the participants 

(prosumers and consumers) in the P2P trial will be, 

recognising the necessity for alignment with the 

LEC’s defined by ESB Networks and the objectives 

of the trial. 

 

1023 Please confirm that you will design an appropriate 

incentivisation mechanism as described in the 

Partner Responsibilities section of this document. 

 

1024 Please confirm you will:  

• calculate the value of individual P2P 

transactions with the Local Energy 

Community;  
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• report this value to individual trial 

participants; and  

• Bear the costs of P2P incentives, 

incorporating the value of participants’ P2P 

transactions with the LEC throughout the 

trial (where appropriate); 

 

1025 Please confirm you will participate in the 

community/customer workshops and focus groups 

during the course of the P2P trial. 

 

1026 Please confirm you will document the findings from 

the outcomes of the trial and co-author the formal 

report with ESB Networks for public dissemination 

within agreed timelines. 

 

1027 Please outline your systems to manage the data 

from the trial in compliance with GDPR regulations. 

Please also confirm you will sign ESB Networks 

proposed NDA if successful in being awarded the 

partnership 

 

1028 Please confirm you have the appropriate licences i.e. 

Supplier licence/other as well as the appropriate 

systems to take part in this trial. Please provide 

details. 

 

(E) Value Added Services  

1029 Respondents are asked to describe any other value-

added services that can be offered to ESB Networks 

at no cost, that may be relevant to this EOI 
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Appendix C – Evaluation Criteria 

ESB intends to select a Partner with the service capabilities and experience that are aligned 
to the scope of work outlined in this document, as per the evaluation criteria below. 
Respondents should note that there is a weighting applied to the evaluation criteria. 
 
The criteria for the award of this work will be the proposal considered most advantageous 
towards achieving the objectives of the trial and will be assessed on the basis of the factors 
outlined below. For the avoidance of doubt, a proposal that does not meet the minimum 
threshold (as highlighted) for any criterion will be eliminated from the RfP process. 

 
Thresholds will be applied to the total score of each criteria, as outlined below, rather than 
individual questions in the response template. 
 
ESB Networks will evaluate all proposals using the criteria below.  ESB Networks may also 
request respondents to elaborate in writing or otherwise on certain aspects of their submission.  
Respondents may be shortlisted, based on their proposals and any subsequent clarifications 
received.  Respondents will only be shortlisted following completion of the evaluation. 
Shortlisted respondents may be required to make a presentation relating to their proposal at 
an ESB Networks nominated date. 
 

Award Criteria Weighting Minimum Award Criteria 

Award Criteria 100 marks   

(a) Demonstrate 

knowledge and understanding 

of the area of P2P in an 

energy context 

15 - 1001   1002 

1003   1004 

1005   1006 

1007   1008 

(b) Company experience 

in partnering on innovation 

trials 

35 - 1009   1010 

1011   1012 

1013   1014 

(c) Proposed personnel 

(experience and capacity 

35 26 1015   1016 

1017   1018 

1019   1020 

(d) Demonstrate 

commitment to fulfil the core 

requirements of the Partner 

role 

5 26 1021   1022 

1023   1024 

1025   1026 
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1027   1028 

(a) Value Added Services 10 - 1029 

 
 

Evaluation Guidance Table 

 
Answers to questions in Appendix B - Response Template will be assigned scores as follows: 
 
 

Score available Evaluation Summary 

0% Unacceptable - Nil or inadequate Response, or reference example(s), 

where applicable, are not comparable. The response fails to satisfy the 

subject matter of the criteria in very significant respects. 

20% Poor - Overall, the Response is poor and only partially relevant, and the 

reference example(s), where applicable, is only partially comparable. 

The Response addresses the subject matter of the criteria in part but 

contains insufficient / limited detail or explanation to demonstrate how 

the subject matter of the criteria will be satisfied. 

40% Fair - Overall, the Response is fair and partially relevant, and the 

reference example(s), where applicable, is fairly comparable. The 

Response demonstrated a fair understanding of the subject matter of 

the criteria but lacks detail on how the subject matter of the criteria will 

be satisfied. 

60% 

 

Good – Overall the Response is good and relevant, and the reference 

example(s), where applicable, is comparable. The Response 

demonstrates a good understanding of the criteria and provides details 

on how the criteria will be satisfied to an adequate standard 

80% Very Good – Overall, the Response is very good and relevant, and the 

reference example(s), where applicable, is very comparable. The 

Response demonstrates a very good understanding of the subject 

matter of the criteria and provides details on how the subject matter of 

the criteria will be satisfied to a high standard. 

100% 

Excellent – The Response is excellent and relevant and the reference 

example(s), where applicable, is highly comparable. The Response is 

comprehensive and demonstrates a thorough understanding of the 

subject matter of the criteria and provides details on how the subject 

matter of the criteria will be satisfied to a very high standard. 
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Appendix D – Non-Disclosure Agreement 

The successful respondent shall sign an NDA with ESB Networks in the template attached 

below. Any proposed amendments/deviations to the provisions shall be submitted with your 

proposal. 

P2P Non Disclosure 

Agreement.pdf
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Appendix E - Provisions for General Data Protection 

Regulation 

The successful respondent shall comply with ESB Networks GDPR requirements as per the attached 

document below. Any proposed amendments/deviations to the provisions shall be submitted with your 

proposal.

GDPR.pdf
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THIS AGREEMENT is made the  day of   2020 


  


BETWEEN:- 


 


(1) ELECTRICITY SUPPLY BOARD, a statutory corporation having its principal place of 


business at Two Gateway, East Wall Road, Dublin 3, D03 A995, Ireland (hereinafter 


referred to as "ESB" which expression shall where the context so admits or requires 


include its assigns and legal successors in title under any restructuring of ESB by the 


Government of the Republic of Ireland) of the One Part; and 


 


(2) [Insert Name of Counterparty], a company registered in [insert name of country in  which 


the counterparty is incorporated] under registered number [insert company registration 


number of counterparty], having its registered office at [insert counterparty’s registered  


address] (hereinafter referred to as the “Company”) of the Other Part. 


 


each a ‘Party’, together the ‘Parties’. 


 


WHEREAS: 


 


1. The Parties wish to disclose information regarding [insert name of project or task, as 


appropriate] to the other on a confidential basis so that they can [insert details of 


works/services to be carried out] (the “Purpose”). 


 


2. Given the sensitivity of the information to which each Party will need access, each Party 


is only prepared to disclose such information on a strictly confidential basis in accordance 


with the terms of this Agreement. 


 


WHEREBY IT IS AGREED as follows:- 


 


1. DEFINITIONS AND INTERPRETATION 


 


1.1. Definitions. 


 


1.1.1. “Agreement” means the contents of this Agreement and any schedules to it; 


 


1.1.2. “Business Day” means any day on which banks in Ireland are generally open 


for business; 


 


1.1.3. “Confidential Information” means all information, knowledge, know-how, 


communications, data or other material in any form (however recorded or 


preserved) disclosed or made available, directly or indirectly, by the 


Disclosing Party or its employees, officers, Representatives, or advisers to the 


Recipient and its Representatives including, but not limited to: 


 


1.1.3.1. the fact that discussions and negotiations are taking place 


concerning the Purpose and the status of those discussions and 


negotiations; 
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1.1.3.2. the existence and terms of this Agreement; 


 


1.1.3.3. any information that would be regarded as confidential by a 


reasonable business person relating to: 


 


1.1.3.3.1. the business, affairs, customers, clients, suppliers, plans, 


intentions, or market opportunities of the Disclosing 


Party; 


1.1.3.3.2. the operations, processes, product information, know-


how, designs, trade secrets or software of the Disclosing 


Party. 


 


1.1.3.4. any information or analysis derived from the Confidential 


Information; 


 


1.1.3.5. third party information; 


 


1.1.3.6. information disclosed orally, in writing or in graphic and 


electromagnetic form; 


 


but not including any information that: 


 


1.1.3.7. is or becomes generally available to the public (other than as a result 


of its disclosure by the Recipient or its Representatives in breach of 


this Agreement), (except that any compilation of otherwise public 


information in a form not publicly known shall nevertheless be 


treated as Confidential Information); or 


 


1.1.3.8. was available to the Recipient on a non-confidential basis prior to 


disclosure by the Disclosing Party; or 


 


1.1.3.9. was, is or becomes available to the Recipient on a non-confidential 


basis from a person who, to the Recipient 's knowledge, is not bound 


by a confidentiality agreement with the Disclosing Party or 


otherwise prohibited from disclosing the information to the 


Recipient; or 


 


1.1.3.10. was lawfully in the possession of the Recipient before the 


information was disclosed to it by the Disclosing Party as evidenced 


by written records; or 


 


1.1.3.11. the parties agree in writing is not confidential or may be disclosed. 


 


1.1.4. “Disclosing Party” means either Party to this Agreement which discloses or 


makes available, directly or indirectly, Confidential Information; 


 


1.1.5. “Recipient” means a Party to this Agreement which receives or obtains, 


directly or indirectly, Confidential Information; 


 


1.1.6. “Representative(s)” means employees, officers and directors, professional 
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advisers and auditors of the Disclosing Party or the Recipient, as the case may 


be. 


 


1.2. Interpretation 


 


1.2.1. No heading of any clause or paragraph shall affect the interpretation of this 


Agreement. 


 


1.2.2. A ‘person’ includes a natural person, corporate or unincorporated body 


(whether or not having separate legal personality) and that person's legal and 


personal representatives, successors and permitted assigns. 


 


1.2.3. Words importing the singular number shall include the plural and vice versa 


and words importing the masculine shall include the feminine and neuter and 


vice versa. 


 


1.2.4. A reference to a statute or statutory provision is a reference to it as it is in 


force for the time being, taking account of any amendment, extension, or re-


enactment and includes any subordinate legislation for the time being in force 


made under it. 


 


1.2.5. A reference to writing or written includes faxes and email. 


 


1.2.6. Where the words ‘include(s)’, ‘including’ or ‘in particular’ are used in this 


Agreement, they are deemed to have the words ‘without limitation and 


without prejudice to the generality of any description, definition, term or 


phrase’ following them and the words ‘include(s)’, ‘including’ or ‘in 


particular’ shall be construed accordingly. Where the context permits, the 


words ‘other’ and ‘otherwise’ are illustrative and shall not limit the sense of 


the words preceding them. 


 


1.2.7. References to clauses and sub-clauses are to the clauses and sub-clauses of 


this Agreement. 


 


1.2.8. Any undertaking by either Party not to do any act or thing shall be deemed 


to include an undertaking not to permit or suffer the doing of that act or thing. 


 


2. TERM AND TERMINATION 


 


2.1. Where either Party decides not to become involved in the Purpose, it shall notify the 


other Party in writing immediately. 


 


2.2. Notwithstanding any earlier termination of this Agreement, any Confidential 


Information disclosed by the Disclosing Party to the Recipient shall be treated as 


Confidential Information and safeguarded hereunder and shall survive the 


termination of this Agreement and shall continue for a period of three (3) years 


without regard to the extent or duration of the business relationship between the 


Parties. 


 


2.3. Termination of this Agreement shall not affect any accrued rights or remedies to 
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which the Disclosing Party is entitled. 


 


3. OBLIGATIONS OF THE RECIPIENT 


 


3.1. The Recipient agrees that:-  


 


3.1.1. it shall not use the Confidential Information for any reason other than the 


Purpose; 


 


3.1.2. any Confidential Information disclosed hereunder shall remain at all times 


the property of the Disclosing Party; 


 


3.1.3. it shall not copy, reduce to writing or otherwise record the Confidential 


Information except as absolutely necessary for the Purpose; and 


 


3.1.4. except as may be required by law, it shall not distribute, disclose or 


disseminate Confidential Information, or make derivative documents from 


Confidential Information for the Purpose. 


 


3.2. Subject to the provisions of Clause 3.3, neither Party nor their Representatives, 


without the prior written consent of the other Party, shall disclose: 


 


3.2.1. the fact that Confidential Information has been made available to the 


Recipient; or 


 


3.2.2. any of the terms, conditions or other facts relating to discussions between 


the Parties or negotiations in respect of the Purpose, including the status 


thereof, or the fact that such discussions or negotiations are taking place; or 


 


3.2.3. the other Party’s name or any information acquired through its dealings 


with the other Party for publicity or marketing purposes. 


 


3.3. The Recipient may disclose Confidential Information to Representatives in relation 


to the Purpose, provided always:- 


 


3.3.1. the Recipient informs Representatives of the confidential nature of the 


Confidential Information prior to disclosure; 


 


3.3.2. it undertakes to ensure that its Representatives shall, in relation to the 


Confidential Information disclosed to them, comply with this Agreement as 


though they were the Recipient; and 


 


3.3.3. the Recipient keeps a written record of the Representatives to whom the 


Confidential Information has been disclosed. 


 


3.4. The obligations set out in Clause 3.1 above shall cease to apply to Confidential 


Information where:- 


 


3.4.1. it is or becomes generally available to the public other than as a result of a 


breach of this Agreement; or 
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3.4.2. it was in the lawful possession of the Recipient prior to the time of receipt 


from the Disclosing Party; or 


 


3.4.3. it is approved in writing for release by the Disclosing Party; or 


 


3.4.4. it is required to be disclosed to the extent required by law, by any 


governmental or regulatory authority or by court or other authority of 


competent jurisdiction. 


 


3.5. Where the Recipient is required to disclose Confidential Information as set out in 


Clause 3.4.4, it undertakes to notify the Disclosing Party of such requirement as early 


as is practicable and, where notice of disclosure is not prohibited and is given in 


accordance with this Clause 3.5, takes into account the reasonable requests of the 


Disclosing Party in relation to the content of such disclosure. 


 


3.6. The Recipient represents and warrants that it will not disclose any Confidential 


Information to any third party (other than the Recipient’s Representatives) and it will 


not use the Confidential Information for any reason other than the Purpose.. 


 


4. RESERVATION OF RIGHTS AND ACKNOWLEDGEMENT 


 


4.1. All information, advice, descriptions, flow charts, drawings, data, tables, 


instructions, listings, tapes, photographs, cinematographs, know-how and the like 


(whether in eye-readable or machine-readable form) supplied to the Recipient by the 


Disclosing Party in relation to the Purpose with the copyright, trademark, trade secret 


or any other intellectual property right therein shall remain the property of the 


Disclosing Party and shall be returned to the Disclosing Party on completion of the 


Purpose or earlier termination of this Agreement, unless required to be retained by 


law or regulation or by corporate governance requirements. 


 


4.2. The Recipient acknowledges that damages alone are insufficient as a remedy for any 


breach of any provision of this Agreement and that the Disclosing Party shall be 


entitled to seek the granting of equitable relief including, but not limited to, 


injunctive relief to remedy or prevent any breach or threatened breach of this 


Agreement by the Recipient or any Representative. Such remedy shall not be the 


exclusive remedy for any breach of this Agreement, but shall be in addition to all 


other rights and remedies available at law or equity. 


 


4.3. Except as agreed in writing by both Parties, the Disclosing Party does not make any 


express or implied warranty or representation concerning its Confidential 


Information or the accuracy or completeness of the Confidential Information. 


 


4.4. The Recipient accepts that, unless otherwise agreed in writing, it is responsible for 


making its own decisions regarding the Confidential Information and that no 


representation or warranty, either express or implied, is or has been made by the 


Disclosing Party as to the accuracy or completeness of the information nor is any 


liability accepted by the Disclosing Party resulting from the Recipient’s use of the 


Confidential Information. 
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4.5. The disclosure of Confidential Information by the Disclosing Party shall not 


constitute an offer by, or representation or warranty on the part of the Disclosing 


Party to enter into any further agreement in relation to the Purpose. 


 


4.6. Nothing contained in this Agreement shall be construed as granting or conferring 


title or rights by licence or otherwise in any Confidential Information disclosed to 


the Recipient. 


 


5. SCOPE OF AUTHORITY 


 


The Recipient shall not, without the prior written approval of the Disclosing Party, 


represent itself as being in any way connected with or interested in the business of the 


Disclosing Party. 


 


6. ASSIGNMENT 


 


Neither Party shall assign, delegate, sub-contract or otherwise transfer the benefit or 


burden of this Agreement without prior written consent of the other Party. 


 


7. ENTIRE AGREEMENT 


 


7.1. Any Confidential Information supplied to the Recipient by the Disclosing Party prior 


to the execution of this Agreement shall be considered in the same manner and be 


subject to the same treatment as the Confidential Information made available after 


the execution of this Agreement. 


 


7.2. The Parties agree that the terms of this Agreement between the Disclosing Party and 


the Recipient shall apply to the Confidential Information disclosed by the Disclosing 


Party as set out in Clause 7.1 and to any and all Confidential Information disclosed 


by the Disclosing Party following execution of the Agreement. 


 


7.3. The Parties agree that no variations to the terms of this Agreement shall be made 


except by agreement in writing of both Parties. 


 


8. VALIDITY AND WAIVER 


 


8.1. The invalidity in whole or in part of any provision of this Agreement shall not affect 


the validity of any other provision. 


 


8.2. A waiver of a breach of any provision of this Agreement shall not constitute a waiver 


of any subsequent breach of any other provision of this Agreement. 


 


8.3. Failure by the Disclosing Party to enforce at any time or from time to time any 


provision of this Agreement shall not be construed as a waiver thereof. 


 


9. NOTICES 


 


9.1. Any notice or other communication whether required or permitted to be given by 


one Party to the other shall be in writing and shall be deemed to have been duly given 


if signed by or on behalf of a duly authorised officer of the Party giving the notice 







 


7 


 


and:- 


 


9.1.1. if delivered, at the time of delivery to the addressee or its duly authorised 


agent; 


 


9.1.2. if sent by pre-paid post, four days after posting if addressed to the Party to 


whom such notice is to be given at the address set forth for such Party in this 


Agreement (or such other address as is from time to time notified to the other 


Party hereto); 


 


9.1.3. if transmitted by facsimile, on receipt of an error free transmission report to 


such facsimile number or numbers from time to time notified to the other 


Party; 


 


9.2. All notices to ESB under this Agreement shall be in writing and sent to:- 


 


Electricity Supply Board, 


Two Gateway,  


East Wall Road,  


Dublin 3,  


D03 A995 


 


Attn:[insert name of person with position held and name of business unit] 


 


 


All notices to the Company under this Agreement shall be in writing and sent to:- 


 


[CO NAME] 


[CO ADDRESS 1] 


[CO ADDRESS 2] 


 


Attn: [     ]  


 


10. GOVERNING LAW 


 


This Agreement shall be governed by, and construed in accordance with, the laws of the 


Republic of Ireland and both Parties hereby submit to the exclusive jurisdiction of the Irish 


Courts. 
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IN WITNESS whereof the Parties hereto have entered into this Agreement the day and year 


first herein written:- 


 


 


 


 


SIGNED for and on behalf of  


ELECTRICITY SUPPLY BOARD 


in the presence of:- 


 


 


 


 


 


SIGNED for and on behalf of  


[INSERT NAME OF THE COMPANY] 


in the presence of:- 


 








 


Note 1: the following definitions must be included and any existing or conflicting definitions 


deleted: 


 


“Controller” shall, have the meaning given to “data controller” in the DPA and thereafter 


it shall have the meaning given to “controller” in the GDPR; 


“Data Breach” means a breach of security leading to the accidental, unauthorised or 


unlawful destruction, loss, alteration, or disclosure of, or access to, any Protected Data; 


“Data Subject” means an identified or identifiable natural person; 


“DPA” means the Data Protection Acts, 1988 and 2018 and any other statute, statutory 


instrument, rule, order, directive, or regulation, of any competent national or 


supranational authority relating to the protection of Personal Data or the privacy of 


individuals (including but without limitation the GDPR); 


“GDPR” means the General Data Protection Regulation (Regulation (EU) 2016/679) 


and any primary or secondary legislation enacted pursuant to or in the exercise of any 


rights obligations or options conferred on Ireland by the said Regulation; 


“Personal Data” shall have the meaning given to it in the DPA; 


“Processing” shall have the meaning given to it under the DPA, and “Process” and 


“Processed” shall be construed accordingly; 


“Processor” shall have the meaning given to “data processor” in the DPA and “processor” 


in the GDPR; 


“Protected Data” means all Personal Data received or Processed by the Supplier in the 


course of the performance of the Services or otherwise in connection with this Agreement; 


“Supervisory Authority” means any local, national or multinational agency, 


department, official, parliament, public or statutory person or any government or 


professional body, regulatory or supervisory authority, board or other body responsible 


for administering the DPA. 


 


Note 2: Ensure this section on Data Protection is included in all Legal Agreements 


and any existing or conflicting section is removed. 


1. Data Protection 


1.1 The Supplier and the Client agree and acknowledge that Schedule 1 (Data 


Processing) sets out the scope of Processing of Protected Data which is 


contemplated by this Agreement.   The Supplier shall comply in all respects 


with the provisions of that Schedule.  The Supplier shall not Process any 


Protected Data otherwise than in accordance with such Schedule unless 


additional Processing is agreed in writing as being necessary for the proper 


performance of the Services or of the obligations of either Party under this 


Agreement.  The following provisions of this Clause [ ] are without prejudice 


to the generality of this Sub-Clause [ ].1. 







1.2 The Supplier agrees declares and confirms that, in respect of all Protected 


Data, the Client is the Controller and the Supplier is the Processor.    


 


1.3 The Supplier hereby undertakes to the Client that where Processing of 


Protected Data is carried out by the Supplier on behalf of the Client, the 


Supplier : 


 


1.3.1 shall Process such Protected Data only in accordance with the Client's 


documented instructions, unless otherwise required by law; 


 


1.3.2 where required by law to Process Protected Data otherwise than in 


accordance with the Client’s documented instructions, shall notify the 


Client of such requirement prior to such Processing taking place 


(unless prohibited by law from doing so); 
  


1.3.3 shall notify the Client where the Supplier believes that compliance 


with an instruction from the Client would cause the Supplier to be in 


breach of any law; 
 


1.3.4 shall ensure that all officers, employees, agents, subcontractors and 


other persons Processing Protected Data on behalf of the Supplier:  
 


1.3.4.1 shall have signed agreements requiring them to keep 


the Protected Data confidential 


1.3.4.2 shall be made aware of the Supplier’s data protection 


obligations under this Agreement; and 


1.3.4.3 shall have received appropriate data protection 


training (such training to be regularly updated) 
 


1.3.5 shall implement appropriate technical and organisational security 


measures against unauthorised access, unauthorised alteration, 


disclosure or destruction of Protected Data; 
 


1.3.6 (without limiting the foregoing) shall comply with all security 


obligations and all other applicable provisions of  


 


1.3.6.1 the DPA; and  


1.3.6.2 Schedule 2 (Data Security) 
 


1.3.7 shall, in consultation with the Client, adopt appropriate policies for 


the retention and deletion of Protected Data, and fully implement such 


policies; and 


 


1.3.8 shall ensure that, on the expiry or earlier termination (for any reason) 


of this Agreement,  all Protected Data shall be (i) returned to the 


Client or (ii) securely destroyed and satisfactory evidence of such 


destruction shall be provided to the Client 
 


1.4 The Supplier shall not export or Process any Protected Data outside the 







European Economic Area without the Client's prior written consent.  If the 


Client so requires as a condition of such consent, the Supplier shall, and shall 


procure that any relevant third party shall,  enter into a Model Contract with 


the Client prior to the export or Processing of Protected Data outside of the 


European Economic Area. 


1.5 The Supplier shall provide reasonable assistance to the Client in complying 


with the Client’s obligations under the DPA, including: 


 


1.5.1 ensuring the security of Processing;  


1.5.2 responding to requests for information from Data Subjects;  


1.5.3 preparation of data privacy impact assessments;  


1.5.4 consultation with the Supervisory Authority in relation to high risk 


Processing;  and 


1.5.5 notification of Data Breaches to the Supervisory Authority and/or to 


Data Subjects, 


such assistance to be provided in a prompt and timely manner, having 


regard to relevant time limits, and where appropriate, within the time limits 


specified at Clause [ ].7. 


1.6 The Supplier shall not subcontract or outsource any Processing of Protected 


Data (“Sub-Processing”) to any third party (“Sub-Processor”) without the 


Client’s consent.  Where the Client grants consent to any Sub-Processing, the 


Supplier shall,  


 


1.6.1 before any such Sub-Processing takes place: 


1.6.1.1 enter into a binding written contract with the Sub-


Processor imposing the same data protection 


obligations on the Sub-Processor as are contained in 


this Agreement and which contains an absolute 


prohibition against further Sub-Processing; and  


1.6.1.2 comply with any other conditions as the Client may 


require in its absolute discretion 


 


1.6.2 adequately monitor the Sub-Processor in its compliance with its data 


protection obligations in relation to the Sub-Processing 


 


1.6.3 at the request of the Client take such action as shall be necessary to 


enforce the Sub-Processor’s data protection obligations.  


 


1.7 All Data Breaches shall be reported to the Client within 12 hours of the 


Supplier becoming aware of the incident.  Where any Data Breach is not 


reported within such time, the Supplier shall provide the Client with a written 


statement of the reasons for the delay.  The Supplier shall provide such 


further details in relation to any Data Breach as the Client may reasonably 







require within 24 hours of request. 


 


1.8 The Supplier shall maintain complete, accurate and up to date written records 


of all categories of Processing activities carried out on behalf of the Client 


containing such information as required under the DPA and any other 


information the Client reasonably requires (“Processing Records”), and 


shall make available to the Client on request in a timely manner such 


information (including the Processing Records) as is reasonably required by 


the Client to demonstrate compliance by the Supplier with its obligations 


under the DPA and this Agreement, which the Client may disclose to the 


Supervisory Authority or any other relevant Regulatory Authority.   
 


1.9 The Supplier shall allow for and contribute to audits, including inspections, 


conducted by the Client or another auditor mandated by the Client, whether 


during or after the term of this Agreement,  for the purpose of demonstrating 


the Supplier’s compliance with its obligations under the DPA and this 


Agreement, subject to the Client giving the Supplier reasonable prior notice of 


such audit and/or inspection, ensuring that any auditor is subject to binding 


obligations of confidentiality and that such audit or inspection is undertaken so 


as not to cause undue disruption to the conduct of the Supplier’s business  


1.10 In the event of a breach of this Clause [ ] by the Supplier, the Supplier 


undertakes to fully indemnify the Client. 


1.11 The provisions of this Clause [ ] shall survive the expiry or earlier 


determination of this Agreement (however determined). 


 


 


 


  







 


Note 3:  Ensure below Schedule is included in all Legal Agreement Templates.  It must be 


completed where the Vendor will be processing ESB personal data on behalf of ESB. 


Schedule 1 (Data Processing) 


 


 


Subject matter:  


 


Nature of processing  


 


Purpose of processing  


 


Categories of data subjects   


 


Other relevant information or 


specific requirements 


(e.g. retention period) 


 


 


  







Note 4:  Ensure below Schedule is in input to all Legal Agreement Templates 


 


Schedule 2 (Data Security) 


 


 


 
ESB IT Security Standards for Service Providers 


 


Issued: March 16, 2018  
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Overview 


 
This Schedule sets out the minimum acceptable IT Security standards, measures and 


mechanisms to be implemented and maintained by any Supplier providing a service to the ESB. 


 


ESB regards its data and information assets as critical to its ongoing and future success and is 


committed to supporting an effective information security framework that protects the 


availability, integrity and confidentiality of these assets. Consequently, ESB attaches a high 


priority in securing its external data flows and ensuring that data and information used or 


processed by the Supplier is appropriately protected.   


 


In the event of any conflict or inconsistency between this Schedule and the Agreement of which 


it forms part, the provisions of such Agreement shall take precedence.  This schedule does not 


exclude or limit in any way the Supplier’s obligations under such Agreement. 


 


Risk Assessments and Audits 
 
ESB retain the right to carry out adequate and effective audits of the Supplier’s services to 


ESB. 


 


Security Penetration Testing 
 
ESB retain the right to carry out a penetration test by the ESB or to engage a third party acting 


on behalf of the ESB to carry out a penetration test. In some cases ESB may accept the 


Supplier’s own recent penetration test results provided no significant infrastructure changes or 


process changes have taken place since their penetration test. 
 


Further Requirements for Suppliers  


 


Transfers outside the European Economic Area (EEA) 


- Any transfers of ESB data outside the European Economic Area must comply with Irish 


and EU Data Protection legislation and must have ESB prior consent. Furthermore, the 


Supplier must make the ESB manager or owner aware of any such transfers, the 


arrangements put in place and the locations involved.   


- Transfers include those made directly by the Supplier but also include any transfers 


undertaken through a subcontractor or through the assignment of work or services by 


the Supplier to an affiliate, external party or agent.  


- Remote access to ESB data from any location outside the European Economic Area is 


regarded as a transfer for the purposes of this Schedule 


 


Data centres 


 


- Data centres used for the hosting of ESB data must also be ISO 27001:2013 compliant. 


Where the Supplier does not maintain the required ISO 27001:2013 certifications, the 


Supplier will co-operate with ESB IT Security to progress a third party assessment 


aligned with the ISO 27001:2013 standard.    


 


Overview of Information and Information Systems Security Requirements 


 







Systematic Risk Assessment 


 
Risks associated with the use and processing of ESB data and information assets must be 


included in the Supplier’s risk register. All material risks must be suitably mitigated and 


managed. 


 


Security Testing 


 


Any Significant changes to the processing platform must be security tested. 


 


Policy and Information Security Organisation 


 


The Supplier must have appropriate policies in place to deal with information security 


including a privacy policy, an Information Security Policy and / or an Acceptable Usage Policy 


covering the security obligations and acceptable use of data and information systems and assets 


of the Supplier. 


 


Information Asset Management and Data Handling Requirements 


 


Treatment of Data and Information Assets 


 


The Supplier must understand the nature and class of ESB data and information that they use 


and process and in particular, personal data and special categories of personal data (also known 


as sensitive personal data) as classified under EU GDPR Regulation. 


 


Data Transmission and Transfers 


 


Transfers of ESB Data must take place only where absolutely necessary,  and have to be 


authorised by ESB in advance, using the most secure channel available. In particular, the 


Supplier must adhere to the following:-  


 


- Data transfers must only take place via secure channels where the data is encrypted.  


- Data transfers using removable physical media (for example, memory sticks, CDs and 


tape) is strictly prohibited for ESB personal data, sensitive personal data and 


commercially sensitive information, unless explicitly authorised by the ESB owner or 


manager.   


- Any such encrypted media must be accompanied by an assigned individual, be 


delivered directly to, and be signed for by, the intended recipient.  


- Strong passwords must be used to protect any encrypted data.  


- It is prohibited to transmit ESB personal data, sensitive personal data or commercially 


sensitive information by email, unless encrypted.    


- The Supplier must ensure that such mail is sent only to the intended recipient, ensure 


that public and private keys, where used, are properly secured and in general, exercise 


vigilance in the handling of ESB data and take particular care in the use of email.  


- Facsimile technology (fax machines) must not be used to transmit documents 


containing ESB Data. 


 


 


Data Disposal and Destruction 
 







The Supplier must have procedures in place for the secure disposal of documents, files and 


records of any nature containing ESB Data. 


 


General Procedures 


 


- Users must be instructed to save files to central systems that are appropriately protected 


and not to personal drives. Staff and other users must be aware that it is strictly 


prohibited to save ESB personal data, sensitive personal data or commercially sensitive 


information to mobile devices or non-authorised networks unless specifically 


authorised and appropriately protected.  


- ESB data and information held on paper or displayed on PC monitors etc. must be kept 


hidden from view. Visitors and other unauthorised persons in Supplier offices and other 


premises must be unable to view or access such material.  


- Computers and devices shall be locked when unattended.  


- Automatic screensavers must be activated after a period of inactivity on a computer, 


requiring a password to re-establish access. 


 


Human Resource Management  
 


Screening, Background Verification Checks and Termination Procedures 


 


- The Supplier must undertake appropriate screening of candidates for employment and 


for contractors and other the Supplier prior to engagement. Such screening must include 


background checks, academic and employment verification.    


- Procedures must be in place for the termination or change of employment or 


engagement including the return of assets and the removal of access rights.   


 


Supplier Staff Training and Awareness 


 


The Supplier must make their staff, contractors and agents aware of their data protection and 


information security responsibilities under this Agreement and under Irish and EU Data 


Protection law generally.  Appropriate training must be provided, and refreshed on a regular 


basis. 


 


Physical and Environmental Security  


 


Physical and environmental security safeguards must be in place to prevent unauthorised 


physical access, damage or interference. Data centres used for the hosting of ESB data must be 


ISO 27001:2013 compliant. 


 


Communications and Operations Management  
 


Operating Procedures 


Documented operating procedures for information processing facilities must be in place 


including change management, segregation of duties and separation of development, test and 


operational facilities. The principal IT infrastructure components, particularly servers and 


databases, must be appropriately hardened.   


 


Sub-Processors 


The Supplier must ensure that appropriate security applies to sub-processors providing 







services, is regularly monitored and audited and changes are properly managed. The Supplier 


will facilitate any checks, inspections and/or audits that ESB requires of such sub-processors 


to ensure that ESB personal data is adequately protected and not mis-used. 


 


Backups 


Backup copies of data and software must be taken and tested regularly in accordance with an 


agreed backup policy.    


 


Network 


The Supplier must ensure that adequate security is in place on the network, including among 


others, network services agreements, perimeter controls, appropriate encryption measures and 


specification of authorised devices.   
 


Wireless Network 


ESB’s personal data, sensitive personal data and commercially sensitive information must 


never be accessed or transmitted using an unsecured wireless network. 


 


Anti-Virus/Malware Protection 


Anti-virus/Malware software is required and it is essential that such software is updated on a 


daily basis  


 


Firewall Protection 


The Supplier must have appropriate firewall protection in place where there is any external 


connectivity, either to other networks or to the internet.  It is vitally important that firewalls are 


properly configured, monitored and updated.  


 


Security Updates 


- Procedures must be in place for identifying security updates (i.e. patches, hot fixes, 


etc..) related to the systems and software storing and processing ESB data. 


- Security updates must be applied in a timely manner, based on the criticality of the 


update and the associated risk to ESB data. At a minimum, all updates must be applied 


within 6 months unless there is formal agreement with ESB that the update is not 


required.  


 


Vulnerability & Threat Management 


- Vulnerability and threat identification activities must be conducted on systems and 


software processing ESB data. These activities must take place at minimum on a semi-


annual basis.  


- Identified vulnerabilities and threats must be risk assessed and formally recorded. 


Planned actions to address these risks must be documented. 


 


Encryption 


Encryption is an essential and mandatory security measure where ESB Data is stored and 


transmitted. 


 


Auditing and Monitoring 


Procedures must be in place for audit logging, monitoring system use, administrator and 


operator logging, protection of log information and fault logging.  


Security Controls 


Appropriate information security controls must be an integral part of any new system or 







enhancements to existing systems that process or use ESB data. 


 


ESB Data and Testing 


The use of ESB data for testing purposes is prohibited.  In cases where this is unavoidable, 


approval from the relevant ESB manager or owner must be granted.    


 


Laptops, Mobiles and Storage Devices 


ESB Data must not be stored on these mobile devices except where absolutely necessary. In 


cases where this is unavoidable, the relevant mobile device must be encrypted and approval 


from the relevant ESB manager or owner must be granted.  The following must apply: 


- Full disk encryption.  


- All portable devices must be password-protected. 


- Anti-virus/Anti-spyware/Firewall software must be installed and kept up to date. 


- Mobile devices particularly laptops and tablets, must be physically secured if left 


unattended and must be kept secure at all times. 


- Mobile devices must be returned to the Supplier upon termination of holder’s 


employment or contract. 


 


Access Controls 


- Access to information and information processing facilities must be controlled on the 


basis of business and security requirements and subject to appropriate management 


approval. 


- The Supplier must have procedures in place for the granting and revoking of access. 


- The Supplier must limit access to ESB Data on a “need to know” basis and apply the 


policy rule that all access that is not explicitly authorised is forbidden. 


- A "movers, leavers and joiners" process must be in place, be updated regularly and 


cross checked to actual access levels in use. 


- Shared credentials (multiple individuals using a single username and password) must 


not be used.  


- All default system and application passwords must be changed. 


- The deployment of IT administrator accounts with unrestricted access to ESB  


- Data and other privileged access must be severely limited and subject to audit.  


- The Supplier will enforce password complexity and length otherwise known as ‘strong’ 


passwords. 


- Contractors, consultants and external service providers employed by the Supplier must 


be subject to strict procedures with regard to accessing ESB data. 


 


Remote Access and Systems 


- When accessing ESB data remotely, it must be done via a secure encrypted link with 


relevant access controls in place, including two factor authentication.  


- Data that is readily available via remote access must not be copied to client PCs or to 


portable storage devices, such as laptops, tablets, memory sticks, that may be subject to 


loss or theft.   


 


Security Breach and Incident Management 


The Supplier is expected to have in place a defined procedure for breach and security incident 


management and must put in place a management plan to follow, should such an incident occur. 


The breach management procedure must include the following elements:-  


 


- Identification and Classification 







- Containment and Recovery 


- Risk Assessment 


- Notification of Breach 


- Evaluation and Response 


 


Where a data security incident has occurred or is suspected to have occurred, ESB must be 


notified immediately. 


 


Business Continuity Management  


- The Supplier will establish and maintain up to date business continuity plans to ensure 


the continuity of business operations. 


- Business continuity plans must be tested and updated in a timely and appropriate 


manner, to ensure that they are up to date and effective and this must include testing of 


externally provided services. 







 





